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Abstract
Web assurance seals (WASS) not only address consumer concerns about security and privacy but also
promote trustworthiness in electronic-commerce websites. Although literature shows that scholars in
the areas of information systems and accounting have studied the effect of diverse factors on WASS
performance mostly in the context of business-to-customer e-commerce, the results of these factors are
sometimes contradictory. Therefore, this study aims to develop a comprehensive framework of WASS.
By conducting a meta-analytic review on the related literature, this study identifies and categorizes
different factors that affect WASS performance and then proposes an integrated framework that contains
key antecedents, mediators, moderators, and consequences of web assurance seals. This study also
provides statistical results about the effectiveness of WASS to provide a thorough understanding of the
behaviour of online shoppers. Furthermore, this study offers an opportunity to identify some missing
links in the WASS area and discuss valuable implications for both academics and practitioners.
Keywords: Web Assurance Seal Services, Meta-analytic Review, Security, Privacy.

1.

INTRODUCTION

Concerns about security and privacy have always been part of the Internet and web applications. These
concerns have been strongly emphasized in the electronic-commerce (e-commerce) context (Roca et al.
2009). Several studies have reported that security and privacy of transactions are the most important
concern of online shoppers (e.g., Odom et al. 2002), and these concerns are on the rise (Emarketer.com
2014). A recent study has shown that consumers are more concerned about online than in-store personal
data security; 55% of consumers are concerned about the protection of their personal data when
shopping online; 51% of shoppers are more concerned about online protection of their personal data
than they were a year ago (Paul et al. 2014). Another study in the United States has shown that 71% of
users are concerned about disclosure of their information without their permission; 53% are concerned
about their online activity data being used to deny employment or loan applications (Rainie & Anderson
2014). As an electronic marketplace, e-commerce needs mechanisms and/or practical regulations for
online privacy and security, which allow consumers and businesses to participate in exchanges and
transactions as spontaneously as in the traditional marketplace (Kim et al. 2008).
One of the approaches that are used to address consumer concerns about security and privacy and
promote consumers’ trust in e-commerce websites is web assurance seal services (WASS). “An
assurance seal is any sign, logo, tag, or seal attached to an online storefront that seeks to encourage
consumer trust” (Zhang 2005). Typical examples of assurance seal services include WebTrust, Verisign,
TRUSTe, BBB Online, and SysTrust. These services are mainly created by accounting firms and are
specifically designed for the business-to-customer (B2C) environment (Chang et al. 2012). According
to a survey about security and privacy concerns, 52% of online users in the United States believe that
the presence of a privacy policy on a website is important (Smth 2014). This number equals 89% among
young Japanese. Moreover, 48% indicated that they pay attention to the presence of a privacy seal on a
website (Orito et al. 2013).
A review of the assurance seal literature has shown that the concept has been discussed across diverse
disciplines, such as information systems (IS) (Hui et al. 2007; Kim et al. 2008), accounting (Gendron &
Barrett 2004; Kaplan & Nieschwietz 2003) and marketing (Miyazaki & Krishnamurthy 2002; Xia et al.
2008). Prior studies have shown that web seals affect a diverse set of intentions and behaviours of
consumers in different ways. The diverse set includes purchase intention (Chang et al. 2012; Nikitkov
2006; Zhang 2005), information disclosure (Hui et al. 2007; Miyazaki & Krishnamurthy 2002; Rifon et
al. 2005; Wang et al. 2004), and auction ending prices (Nikitkov 2006; Sinason et al. 2009). Although
these studies have enhanced our general knowledge of WASS, our understanding of its role and effect
remains fragmented for several reasons. First, although some studies have shown that assurance seals
are effective and positively affect the intention of consumers to purchase (Chang et al. 2012; Kaplan &
Nieschwietz 2003; Nikitkov 2006; Zhang 2005), other studies have indicated that this effect is not
significant (Moores 2005). Second, the role of web seals differs depending on the research context. For
example, while some scholars have shown the direct effect of seals on consequences (Chang et al. 2012;
Zhang 2005), others have found that the effect is through mediators (Fisher & Chu 2009). The set of
mediators contains different factors, such as trust (Fisher & Chu 2009; Hu et al. 2010; Kaplan &
Nieschwietz 2003; Lee et al. 2004) and risk (Kaplan & Nieschwietz 2003; Kimery & McCord 2006;
Lee et al. 2004). Finally, some missing puzzles remain in the literature. For example, Miyazaki and
Krishnamurthy (2002) showed the effect of seals on the perceptions of consumers of the favorableness
of the privacy-related practices of a firm, but they did not discuss the effect of this perception on the
actual behavior of consumers.
To explore the aforementioned research gaps and present a comprehensive map, this study aims to
develop a comprehensive framework of web assurance seals by identifying related factors and
categorizing them through an in-depth literature review. This study attempts to find answers for the
following questions: (1) What are the factors that affect WASS effectiveness, as well as their roles?; (2)
What are the consequences of using WASS in the electronic business context?; and (3) Which are the

most important antecedents and consequences of WASS, and how much is the relationship strength of
each?
The set of diverse factors and the contradictory research findings urge this study to adopt a meta-analysis
approach to investigating contradictory relationships among diverse WASS-related factors in an
integrative manner. Meta-analysis has been increasingly utilized as a knowledge accumulation
technique by IS researchers, but it is still underutilized in comparison with other disciplines, such as
psychology (Hwang & Schmidt 2011). The expected contribution of this study is to provide new insights
into WASS to both academics and practitioners by developing a comprehensive and integrated
framework of information assurance seal that contains key entities, antecedents, process, and
consequences of WASS.

2.

DEVELOPING AN INTEGRATIVE FRAMEWORK

2.1

Conceptual Model of WASS

As a first step in developing a conceptual model, this study considers four major entities of B2C ecommerce, namely, technology, consumer, seller, and third party, which were proposed by Kim et al.
(2005). In the domain of WASS, seller and consumer are two important entities because transactions are
triggered by them. Technology represents the seal per se, and the third party is the issuer of the seal.
Therefore, in the context of this study, the four major entities are the seal, the consumer, the seller (the
e-merchant and its website), and the third-party assurance provider. They are interrelated to generate the
consequences of using seals.
In the web assurance seal literature, three major interaction processes among the four entities are
identified to generate the expected consequences. The first process is the interaction between firm
characteristics (e-merchant) and the seal entity (third-party issuer). Firms have different information
assurance concerns depending on their firm size, industry type, and reputation level (Kim et al. 2004;
Sivasailam et al. 2002). These concerns affect the decision of a firm on whether to use WASS in general
and their choice of web seal type in particular. The second process is the interaction between the
assurance seal and the consumer. Four main groups of constructs are involved in the interaction, which
are web assurance seals, interaction with seals, consumer characteristics, and mediators.
Interaction with seals, in the form of noticing the seals and/or clicking on them, affects both the
mediators and the consequences (Kovar et al. 2000). The mediator group contains constructs that
mediate between seals and the final consequences. Most of the mediating constructs are perceptional or
expectational variables, such as trust (Fisher & Chu 2009; Hu et al. 2010; Kaplan & Nieschwietz 2003;
Lee et al. 2004), “previous exposure to seals,” (Kovar et al. 2000) and “knowledge about CPA (Certified
Public Accountants)” (Kovar et al. 2000). The consumer characteristic group contains constructs related
to individual characteristics of consumers, such as online shopping experience, knowledge about seals
(Zhang 2005), and age (Runyan et al. 2008). These constructs play a moderating role in the relationships
between seals and mediators on one side and the consequences on the other side. The final process is
associated with the actual consequences of web seals as a result of the aforementioned processes.
Examples of WASS consequences include purchase intention (Chang et al. 2012; Fisher & Chu 2009;
Kaplan & Nieschwietz 2003; Kovar et al. 2000; Nöteberg et al. 1999; Zhang 2005), information
disclosure (Hui et al. 2007; Miyazaki & Krishnamurthy 2002; Rifon et al. 2005; Wang et al. 2004), and
privacy perception (Miyazaki & Krishnamurthy 2002). Overall, this study proposes the following
conceptual model of WASS as depicted in Figure 1.
2.2

Integrated Framework of WASS

After developing a conceptual model of WASS, an in-depth literature review is conducted to identify
and categorize the major WASS-related factors and then develop its integrated framework. The
integrated framework needs to be aligned with our conceptual framework, specify variables in each

entity, and propose the relationships among these entities from a realistic perspective. Figure 1 shows
our integrative framework of WASS (A summary table for the literature review is available upon
request).

Mediators
Perceptions
Web Assurance Seal

E-Merchant
Characteristics
•
•
•

Firm Size #
Industry Type *
Firm Reputation +

• General Information Assurance
Seal *
• Seal Type
• Reliability +
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• Security +
• Transaction Integrity +
• Industry #
• Seal Characteristics
• Quality +
• Value +
• Seal Provider Characteristics +

Consumer Characteristics
•
•
•
•
•
•
•
•

Knowledge About Seals MOD #
Online Shopping Experience MOD #
Age MOD
Seal Brand Familiarity +
Privacy Concerns #
Previous Exposure to Seals +
Knowledge About CPA *
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•
•

Assurance Perception +
Perceived Result
Demonstrability *
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Perceived Risk -

Consumer Transaction
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Consequences

+
*
#
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Mixed Results
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Moderating effect

•
•
•
•
•
•
•
•

Purchase Intention
Information Disclosure *
Auction Ending Prices
Privacy Perception
Quality Expectations
Anticipated Website Patronage
individual Privacy Policy
Compliance #
Favorableness of a firm’s privacyrelated practices

Interaction With Seals
•
•

Seal Click +
Notice the Seal +

Figure 1. Integrative framework of WASS
2.2.1

Web Assurance Seals

Web assurance seals have different types; each is customized for a specific application. While most
previous studies have examined the effect of general assurance seals (Lee et al. 2004; Nöteberg et al.
1999; Rifon et al. 2005; Wakefield et al. 2004), some have focused on a special type or brand of seals.
Some examples include reliability assurance seal (Zhang 2005), power seller seals and mask seal
(Nikitkov 2006), privacy seal (Hu et al. 2010; Hui et al. 2007; Mcknight et al. 2004; Sivasailam et al.
2002), security and transaction integrity seals (Hu et al. 2010; Sivasailam et al. 2002), WebTrust seal
(Benassi 1999; Chang et al. 2012), TRUSTe seal (Hui et al. 2007; Mcknight et al. 2004), Square Trade
Seal (Nikitkov 2006; Sinason et al. 2009), Systrust and Webtrust (Pugliese & Halse 2000), and industry
seal (Mcknight et al. 2004). High-information-quality seals positively affect the likelihood of purchase,
whereas low-information-quality seals do not influence the purchase intention of consumers (Lala et al.
2002).
2.2.2

Characteristics of E-merchants

Another part of the seal literature focuses on the characteristics of e-merchants (i.e. firms that own an ecommerce website). Kim et al. (2004) and Sivasailam et al. (2002) identified three important
characteristics of firms, namely, firm size, industry type, and firm reputation, which influence the
decision of firms to employ web assurance seals. Although Kim et al. (2004) found no significant
relationship between firm size and information assurance concerns, Sivasailam et al. (2002) realized that
large firms use more privacy seals than small- and medium-sized companies do. In addition, companies
with a high reputation are concerned about information assurance ( Kim et al. 2004), whereas those with
a low reputation are likely to have security seals (Sivasailam et al. 2002).

2.2.3

Consumer Characteristics

Another important area in WASS literature is the different characteristics of consumers. Although the
effect of the knowledge of a consumer about seals on purchase intention is not significant, the existence
of seals influences inexperienced shoppers more than experienced ones (Zhang 2005). Familiarity with
seal brand is another customer characteristic that affects online purchase intention (Odom et al. 2002).
Compared with young people, elderly ones have a different level of confidence in purchasing online
when interacting with a site with and without an assurance symbol (Runyan et al. 2008). Other important
factors related to consumer characteristics include site involvement of customers, previous exposure to
seals, knowledge about CPA, and online transaction expectations (Kovar et al. 2000; Rifon et al. 2005).
2.2.4

Consequences

While the most frequently used outcome variable in studying the effect of web assurance seals is
purchase intention (Chang et al. 2012; Zhang 2005), other outcome variables have also been considered,
such as web purchase behaviour (Chang et al. 2012), information disclosure (Wang et al. 2004), price
(Nikitkov 2006), consumer perceptions (Miyazaki & Krishnamurthy 2002), and website patronage
(Miyazaki & Krishnamurthy 2002). Many studies have found the direct effect of seals on purchase
intentions (Chang et al. 2012; Nikitkov 2006; Zhang 2005). Zhang (2005) suggested that seals have
different effects on the purchase of different types of products. His findings showed that information
assurance seals affect the purchase of commodity products only, whereas reliability assurance seals have
a positive effect on the purchase of both look-and-feel and commodity products. Another important
outcome variable is information disclosure. Several studies have shown the significant effect of seals on
information disclosure of online consumers (Wang et al. 2004). Miyazaki and Krishnamurthy (2002)
found that seals have a positive effect on the information disclosure and site patronage of high-risk
consumers but not on those of low-risk consumers. Price is also considered an important outcome
variable, particularly in auction websites. For example, bidders pay a high price when the website has a
Square Trade seal (Nikitkov 2006). Kaplan and Nieschwietz (2003) used three outcome variables,
namely, willingness to purchase, quality, and risk, and found that web assurance has significant direct
and indirect effects on all the three outcome variables.
2.2.5

Mediators

One of the consensuses of prior studies is that web assurance seals affect outcomes not only directly but
also through a few mediating variables. Trust has been regarded as the most important mediator. Hu et
al. (2010) found that privacy assurance seals significantly enhance the initial trust of consumers. Fisher
and Chu (2009) also showed the mediating effect of trusting beliefs on the purchasing intentions of
online shoppers. Some other studies have considered trust toward e-commerce websites as an outcome
of seals (Rifon et al. 2005; Yang et al. 2006). However, many other studies have confirmed the mediating
role of trusting in seal-purchase relationship (Kaplan & Nieschwietz 2003; Lee et al. 2004). The effect
of web seals on the trust of consumers is mediated by the perceived value of the seal (Wakefield et al.
2004). For example, Kimery and McCord (2006) concluded that the familiarity of consumers with seals
affects the capability of seals to fulfil their goal of increasing consumer trust online. Another important
mediator in the seal-outcome process is risk. Trust in the online vendor affects the purchase intention of
consumers not only directly but also through reducing the perceived risk of online shopping (Lee et al.
2004). Other significant mediators include assurance perception (Yang et al. 2006) and online
transaction expectations (Kovar et al. 2000).
2.2.6

Interaction with Seals

To the best of our knowledge, only one study has investigated the interaction of users with seals. Kovar
et al. (2000) studied the interaction of online customers with web seals. Their study showed that both
noticing and clicking seals by customers significantly enhance the online transaction expectations and
purchase intention of online shoppers.

3.

RESEARCH DESIGN AND CURRENT STATUS

As aforementioned, this study adopts a meta-analytic literature review approach, which is valuable for
integrating research findings across prior studies. First, a thorough analysis of empirical studies on web
assurance seals is necessary. We do not limit our search to any specific journals, as suggested by R
Rosenthal (1994), to minimize the effect of publication bias. The keywords “web seal,” “seal of
approval,” and “third-party seal” are used to search in peer-reviewed academic journals and conferences
from 1998 to 2014 using Google Scholar. We obtained 48 papers published in journals and conferences.
Of the 48 papers, 6 are conceptual papers and 2 are in the field of design science. These 8 studies are
excluded because they do not provide any empirical evidence on the performance of seals. The
remaining 40 papers are in the areas of IS, accounting, and marketing, as summarized in Table 1. We
are in the process of conducting an in-depth review of 40 selected papers. The objective of the review
is not only to confirm the variables in Figure 1 but also to find any additionally important variables
related to WASS. Moreover, some variables that are not directly connected to web seals will be removed
from Figure 1.
Second, we will follow the directions of Hedges and Olkin (2014) for the meta-analysis. After collecting
the papers, the subsequent step is to code observed correlation coefficient r, sample size N, and
moderators in each study. Pearson’s correlation coefficient will be used as the primary effect size (ES)
estimator because most of the previous studies have reported the value of r, and it is also simpler to
interpret in terms of practical importance than other indices (Glass, McGaw, & Smith, 1981). We will
correct each of r values by using reliabilities of variables because measurement error can lead to the
attenuation of correlation coefficient (Hunter & Schmidt, 1990; Schepers &Wetzels, 2007).
When a direct effect exists, we use Fisher’s Z transformation to compute the corresponding Zri of each
r. The weighted mean Zr is calculated and reported as ES in consideration of sample size. The 95%
confidence intervals for each ES are generated by using standard errors of the weighted mean ES. Once
the confidence intervals are created, the correlation r of the pair-wise relationship is transformed back
using inverse Z–r transformation. To assess the moderating effect of the proposed moderators, the
analysis of variance (ANOVA) is used to test the explaining power of each single categorical variable.
Weighted least square (WLS) regression will be used subsequently to test the joint effect of moderator
variables. In sum, this study will use the formulas summarized in Table 2.
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Accounting Forum

Studies
Runyan et al. (2008)

ACM conference on
Electronic commerce (1st)
Communications of the ACM
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Research and Applications
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The Journal of
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Table 2. Formulas used in meta-analysis

4.

EXPECTED CONTRIBUTIONS AND IMPLICATIONS

As an early stage of research, the current version of this study shows important entities related to web
seals, their relationships, and processes by developing an integrative framework based on a thorough
review analysis. As shown in Figure 1, e-merchant characteristics affect the choice of WASS. Web seals
also influence the purchase intention of consumers directly and through mediators. Consumer
characteristics moderate the effect of seals on both mediators and consequences. Personal characteristics
also directly affect consequences. Finally, interaction with seals affects consequences directly and
through mediators.

The results of this study expect to contribute to both theory and practice. This study has the following
theoretical contributions. First, we attempt to identify key players of WASS and provide a macro view
of the relationships between the key players and the consequences of WASS. Second, we offer an
integrative framework of the functional process of seals in B2C e-commerce. In other words, we aim to
show how assurance seals influence consumers and their behaviour. We attempt to identify the most
important constructs and their relationships in the context of WASS. Finally, upon conducting our study,
we expect to address inconsistencies in the literature. As aforementioned, the findings of prior studies
are sometimes inconsistent and contradictory. By verifying our integrative framework, we can either
find consistent results between major entities and their relationships or seek alternative explanations to
the contradictory findings of prior studies. With tested results and evidence using a meta-analytic
approach, our arguments can be highly fortified. In sum, our conceptual model and its empirical result
would add value to existing theories and methodologies on WASS.
Practically, our research provides several implications. First, by conducting an extensive literature
review, our research provides a thorough understanding of the role of seals in increasing the trust of
online consumers and inspiring them to purchase online. Second, we identify the important variables
associated with seal performance, which can be used by e-merchants to increase their online sales.
Therefore, this study can help e-merchants to better understand WASS-related entities and their
relationships from a broader perspective. A better understanding of the overall picture of WASS will
also help e-merchants identify which area is weak and which area is strong in their businesses to ensure
long-term survival. Finally, we show some factors that do not have a significant effect on web seal
performance. These factors should be ignored by practitioners to save their energy and to focus on
important factors. Therefore, the result of this study will provide valuable information to practitioners
who seek practical guidance in terms of how to adopt and implement WASS in a highly effective manner.
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